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(54) SYSTEM AND METHOD FOR ETC AUTHENTICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a system and a method for 
ETC authentication which enable a roadside machine and a central 
processing unit to directly authenticate the legitimacy of an IC card. 

SOLUTION: When a vehicle passes by a tollgate roadside machine 
13, response data stored on an 10 card 11, namely, a random 
number generated by the roadside machine 13 when passing by the 
roadside machine 13 is transmitted to the 10 card 11 as challenge 
data through an on-vehicle device 12, and the data after being 
enciphered by a regular secret key Kicc is sent to the tollgate 
roadside machine 13. At this time, the ID (ICCID) of the 10 card 11 
and an IC card individual key certificate CERT-Kicc are both sent 
to the roadside machine 13. The roadside machine 13 divides the 
sent data into three, i.e.. the E as response data (Kicc, RND), the 
ICOID and the IC card individual key certificate CERT-Kicc. Here, 
IC card individual key certificate CERT-Kicc is decoded (DEC) with 
a verifying key PC and then pieces of information which are Kicc 
and ICCID can be extracted. This IGCID is compared with the ICCID 
which is divided and taken out as mentioned above to decide their 
matching and when they do not match each other, the signature of 
the IC card ID is confirmed. 
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mt. ^i*ic:^-h-(cf^#$n-rv'»-5ic*-HiD 
fcs m.^<DmsR-cm^iii^titc i c*- hid tm^-v 
mn^mmt^ i c*- k i d hi^B#ic§Mufew«tf® 

S&fJM*s«^ b I C H T-at^fb b + 1/ > i'T' 
A, 

{cic*-HiDi:icAr- \'msmmm<o^'7=—S' 
rnx'^pi^^tixm^ntd i c*- k i d ^-gct^mr-s 

mmt^ ICtJ-Yl D fclUB^tSM bfcW^lf^S. 

bfc I C HT-Bt^^b bfe^-fr U 

CD— SStfl^^tf^-p diltiis IC±7-F®IDcr)iSg 

[^«« 3 ] mi (Dm^m^MM-r ^mmz i c*- 
K I D *jsimi-s I Dmm^mts m i ©Kflw^iiis 



itr^m^^h^mt. ^is&i cti~-h-izn^:^nxv^^ 
I c*- H..I d;si>-i ctj- ]^mmmmm(D^^—^ 
tms5m^ib^nrz'T—'f't^i^:)(.^^>7.f'—$'tvx 
mmmismsmx^2(DmmmizBiM-n v^.i^M^T.^f 

-<$'eS^ISi: * I c H 

sfriBSg 1 fflrs-sy^sc i »3 ^io^nfe i c Ywsm. 
Wim^'-^ ^^mmiz^■^\■^xm.'%mm.tz,WL^^^ 

ffi^cDiS^-C-Slt) m^tife I C*- K I D hwiiax 

^pi^tixm^Htz I c*- H I D ^-stUfetH-rs-a 

milB^ 1 commmx-^m. bfe^^ ^v't^-^ tic* 
-HID &fl-iiJt--2.^ 2 ffl^iO^ISi:. StisB^ 2 fflSSfflO 
^■CS-^JOa bfc^-V I' >ify'—^ i: I C H I D 4 
J-r Sll 3 HulBH 2 J; 3 

e>f#fc^ ■\' U > i^T^-^J' ffl-Sl*'J^S:fT55: -5 — iSt 

HUsB» 2 ®S&(iy^As IC*-HIDi: |BIB#C§^ b W 
M:gt^SEMa-rsi:*^CHulBtt5^ii5!La^gl3 
xmiSm 2 ^DE&^B!ffi^*s«^§■bfc I C HT-B&^Yb bfc 
'■3f-\'U>t?5=— ^®-Sc*iJ^4fT^aci:t J:»3 I 
- Hffl I D ®iSSglSE$:ff & 3 d $:1^ii-ra E T C 

HusiB^iy^ti-r^t) tb^tifeaiSBBt-itibT^-^' 

a-r 5 mom'^^wi. t . mm.^^m(om.^<Dmmiz ^ *) 

!t^i:-rsff^]^3sB«B®E T C^.EE->X5^A, 

[itjR^ 5 ] mi (o^m^mm-r^mmizmmmM 

ftr-I C*-HA»?>ffl59-HID<fe§{a-rslSFgi:. hu 
s&m 1 CDiESfflg«|$jKl bfe»tC^SS&ffll«8T'^bfe^ 

■^^ ^>i^*7^-^ trnm^M^mmmmmx' icti- h t 

e^^b. ^ti.<£IEMcD%tiSgi-eB&^Yb-rsS!Pgi:. Bi^ 
ib^ixrz=r—S^<D9i.\Z I C*- H I D I C*- H®»J 

»^aT-^2®ifg{Ri|^CfEjiT^fSPgi:v BusB^2®S§ 
{BO^t ^T MIBea^ ttfc b ^ > ^ 7^- * 3 ^fO 

■r-sfiSfPgi:^ B5i3^iy^nfeic*-Hi@5'jiiSEB^S7' 

-'^^^mmizm-^i.^xm.^-r^mmts a^®i^^r- 

IXtJm^nfe I C;t)— H I D i:mIfBT-dty^nTf#^ti 

fe I c*- H I D t:-mkm^?>mmt. 4>*ms^b 

^C^5^^TBU5B^ 1 0^^mb^(bntz±^V>i?'r—i'h - 
^*^T^-5ISP§i:4^^^^ HU8B^2CDgS{pi|^Asi C*- 

hi:^\zmmfp^ismmm.\zx mssmmim.^ bfe ic__ 
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im^m 6 ] mssiiM-^ummm-x^^ t) tu^ nfc i c 
*- Hflisij®i5S&si*S{c*fii3^iij$nT®i fj iti^tifc 

tf ^ i: T a if 5 a3«6® E T c ^iE:5^o 
[Si^^ 7 ] » 1 OSS{IM*3I5a-r S fituC I C *- 

KID <£jgnij-rs I nmm^mt. m i ®^«i4i®3ia 
J;. a-^®*gST-isici tB^nfc I c*- K I D irsufar- 

-HID ti^mT^m 2 <3D:&f y#©i:. mliBIg 2 fflSSHI 
bfc^l' U VS^'t'— ^ i: I C*- K I D * 

ar 3 ®^9-S!l*fSi:. ByfB^ 2 *5 it^ll 3 ©^fij 

Btfiam 2 ®K<BiM*s I C H I D i: glKftSM bfe* 
-Cmmm 2 ®g§«iM*sa-^ bfc P C KT-Bt-^Yh bfc 

- I TXDmmmE^n^'^ zt^i^mt-t^ET c 
[gt*« 8 ] ^1 (Dmm^mMir:s,mMtnzmm^m 

fiT- 1 Cti-yti^^(Dti- h- 1 D$:§«■r*ISPti:^ BU 
B^m 1 CDSSfiiMS^lil bfel^C^ISS&fiMT-^^ bfe^ 
■^'P>£^T'-^S:*ll4Wg*T-IC:itj-h-{;iejgb. ^ 

-^j'w^i^fci I c K I D i: I c*- \'mmmwmmco 

2CDSSffia«ICeat-SS|igi:. BfIsB^2®IS^BM^C*5V^ 

*xfe I c H I D t.st-mx'^wi^tirm'^titz i c* 

-HID *-Sc«^mf SfSPgi:. ^>*^ll^efc:*5^^T 



•pISPti: iulB^ 2 ®SSffliJ»*^ I C H I D i: 

lRlB#C§Mbfeg«tf#$:^ ^^^mMMfi>t.i^\^m 
iB"^3iWZ!La^gt:Tfj§3S&(SI^*sa^bte I C*- Ht? 
Bg^-fb b fe^-^- Vi^T^— ®— iScH^^fi^'a a C i: C 
J;»3 1 C*— H©IDffli£ig^.SE4ff!&^Ci:<feil$SISci^ 

[0 0 0 1] 

S) ^SE^^X7^A^iUfSBE;?^JcM b, I^C I C;t7- H 
® lEStS SS&(BJ«*3 i U^^^WlllS^aA^Eeg!^.iE b ^ 5 
<fc^^figbfc*)®T-$.5o 
[0 0 0 2] 

±CDSiJ;^ip^. S§{pijmmfB#*^.SEb^ *«l4^JiIC 
*-H*^iEt-S i:V^a 2S!Pi^4fT'5:^*>fflT'$. 

. !&fflM«P^^&5t3 b A> I C H *^BE-rs C i: AS 
T- ^jSc ^:V^ o ^fiS,T- fe o fee 

[0 0 0 3] ^^^$:04*5<fc^>•0 5^fflV^TSi0^-r-So 
la 4 tt. I C H i: mS8«iP^coffiS^SEiWf ssiw-r 

(1)1 C*— H41{i*iM42{CETCStt-fe V^J'^fT© I 
C A- H«^®SEBJSCERT-PICPfc I C*— H^ff-b> 
^CD I C*- HfliSiMaE0^«CERT-KICC^5tft^So 

( 2 ) *«8^2J*ETCSIl-te >^ CDtiliE«Pc 1 ^ffl V^n 
C>!j-Ht^SEStiEB^$CERT-PICP *»?>lHiaMa:&t^aEE 
verify (Pel, CERT-PICP) {C^^TI C A— H^ff-fe 

> fflt^iiii p icp t) tB -r o 

(3) *«»12«PICP^fflV%r I C*— HmiMSEB^ 
aCERT-KICCA»^ll^»:gt^geiverify (PICC, CERT 
-KICC) CcfcoTI C*— H{lS'MKICCt;l3lt)tb-ro 
— I C:*7— HC<tsmiic*iffl^.iE®fci&. I C*— 
H^S(3Df5LIBal2 U->S?i: bT*«m2K:3E^|-r 

(4) ««im2«^H2^y$/3>g|KslS:^^U JisBcOJ; 
T. B&^^bb:^<fo<>D. T?^t5t)E(Ksl,Rl ||R2)^ I C:t^ 

^bTI C:t7-F4Uctsaib^ I C K 41:65 3^^.1^ 
bT'fe^^'v'a >MKs2:&ffil^TBt•^lb^ ■r^t>t)E(Ksl, 
Rill Ks2)(Z)iJ[ra*ff7&-:>Tl/X4t>;J^t:bT««iS42 
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(6) mmm2i!fiztiizML'^yi^3>msi^m^^r 

[0 0 0 4] Z(DXol:imK(Dtz^coyt^ h:::iJV^^^ 

mmmtmmrs(DmMmMiz-Di^xmm-t^o 
[ 0 0 0 5 ] El 5 mm^tmmrscomumMmi'^ 

(1) mmmsmmmmmmmmMmcmT-KOhEtm 

E ID II KOBE*Bi!?ttJ'ro 
X=clP+c2Q = OBE ID || KOBE 

(3) mmmsmmmmx^mi.tz^-pu>iy^-^K 

(4) KfiW62{iS&©MT*^figbfe^-Vl/>S?^-^R2 
^KOM^m^^Xm^ih. t*^fc>^E(KOBE, K 1|E2) 

[0 0 0 6] 

fetJx «Siia^«iPa^6<Jtc:U:6^I C^f-b'^SliiET-^^v^ 
CDT\ S§ffiiM(^T^3l51-r^a#tcl C;b 

x\ i^:^9-AtmmxwsmtiL^(D\zi^^^^^mti:\.^t: 

[0 0 0 7] I C:5-K®iE^tt^ 

#^E T C^mEi>;^5^AStf^iE;?^&Jiftfct-^c: 

To 0 0 8] ~ ^ " 

[iSJS«:^^f ^feiixZ)^!^] ^mM^z^^ET CMM 

-^xm^^thtzy'-^^mm-r^^^ib^'-^mi^m^ 



^mt. mmi^mm^izj:.^>Q-m^tirz i c;o- KiaM 
^ijE0^S5^-^ ^mtmiz&r^i.^xm^mM-r^m^^ 

mt. m-^CDlgmT-BXDm^tlfcI C;b— K ID^tuia 
r*^IU^nTf4^ti:fe I CtJ— KID s!tt^tB-r^- 

\mi^mx^i^rz^^u>-:y^-^ ^mm-r^^^' u > 

,t^ic^-]^iBtmmiz§mi^tzm^mm^. 
SBBMT^ ^mzmB^^^^5!m^m\zxmMmmmt> 

It^bfe I C:tr— }^xm^ih\^rz^^^\y>i>9'—^<D~' 

m:^^mj:ozhiizji^ I c*r- KcD I ixommmm i 

00 0 9] Zl<DXo^m0S.t'r^Zt\Zj:^:^mM 

I c±r- K I D ^mmz§:mi.rzm^mm, ' 
^mmsnM^^ tmz^^^Mmmizxmimi)^ 

/^^ b I C :^ — K Bf-^-^b b w > >^^-^ (D— 
lo 0 1 0] """^ 

^m^m^vtzmizmm^mx^^i.tz^^' u > ^ 
7-*-^**ig^fiT-sMb. ^n^iEm(Dmmmxm 
^^tT^m^^h^mt. mm^^h^miz^^xm^ihi. 
tzy^-^^mmT^mmh^^-^m^^^t. ^a^ic 

^ ti T V ^ ^ Bf-^-Yb ^ tt r V ^ ^ ^— ^ h ^fe u >^ ^r? > 
y"-^ t \.xmmmmmM&xm}mize:mT^v:^:!r^ 

^titziy:^:r^>7.y'-^^3^mT^^m^mts ssia 

^ ^mmm^z&'^uxm^iimT^m^^^^t. m^o^ 

mWX^^^^ixfz I C*— K I D iimmx^Wi^nx 

mhUfz I D^r-Stl^ffi-r^-Stl^m^lS 

J5£ bfe^ V > vy"--^ *ts«fir^ ^ ^ V > ^^5=^— ^ ts • 
^s§ft bx suiB^ ^ b > i^'T—^^mi^mzmtw^x^ 
^«i;^^4^:^sfl,Ji^gh. ^^^^ mtmrnm^'i oi:^ - 

-KID i:[ilB#J^^^b:^c#^tt#^. m^^mS^Mt ' 

^ }z^\zmt'e.^^mMmmzxmimMmi^m.^\^f^ i 

^C'5ri:^::J:t) I C*- Kcz) I D(:D!ag^^,iE4ff5&-5 C " 
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i: SlfSJtt-r S E T CSRSEi';^ 7^ A 4: b fc t> fflT-S t) s 

m^mt^ I c :t>- K I D tmm\z§:m ufc¥«tt^*. 

^ d i: *5-e § 5 i; -5 f^ffl o 
coo 1 1] gi^2i3«ffl^Bm mmm^m 

««s^e&T- 1 c K (rfiji €n<&iBi®iijmsi'r- 

i:s 'fm^titz±s^7=-i^(Dmz lC*-KIDi:IC 

I c*- KID ^-smth-r^mmt. 'p^smmsiz 
■^■^nta^mmh^^?): mmmim.if' i c k i d 

4:|H)B#{r§MbfeW:gt»^*, g;g«l|iE5asra4:^ttc 
WsBf^WOa^Sf^TmBaSSfittiAsa^bfc I C*- H 

i:-r5ETCi§!iE:&Si: bfe^CDT'fet). SSffil^A^IC 

K I D iiiBis^cs^ x^tzm^mm^. m^mt^im 
-r^hmz'iip^immmzxmmtm'^y^f^ icti— 

[0 0 12] if«J^3s3m®^BJtt> ^l^S&ffliJ 

m-^^t^m.m\zi c*-HiD*3g^da-rsiDjgim 
^mt. m 1 fflssdiM^iSii bfe^{3^Kss{ii^T-^fiK 

U ^ti*IE«CDl£Sffi8l7?Ht^fb-r-5Bt^fb^lS4:> ^ 
»! C:*7-^•C^t•^$nTV^S I C*— H I DZiU^I C 

9 >i-^\y7.iir^>7.=T—^ t hxstisdmummmxm 2 ® 

H I D tmsdX':&m^tlxm^titz I C*— K I D 

w]r^m3<73^w}^mt. BusBB2*5<fcv^3®^«)¥ 



mum^ I c*- K I D tmmiz§:mi^tzm^mm^. 
g^t^iiaiai-s tmzwii^^^m^mizxmsBm 2 

©SS{|iJM#®-§- bfc I C*- KT-Bi^fb bfe^^ u 

SMbfe»««ffi*. m^mE!imT^ii^iz'p^}im 

^gt-rg&lH!lt»*sm^bfe I CA- KT^Ybbfc^l' 

K ffl I D i£ ifig^SgaE-r S c i: AST- ^ -5 i: I, A -5 & =t f 
■5. 

COO 1 3] tfc. Sf^^4sB«g®^Bj{i. 9513112® 

J; t) mmm KDmrn^mm b 
fci^®^ffiB#sijtf f) m b, c (D^wmmiim&n 

m^Wih. ^Mfc#4rciii*1%®i:TSif5t?«3 83S8® 
ETC^.|Ii'X7^A4;bfe*j®T-$)!3. mMlzm\^tz^ 
HAsiEbV^A^SA^ifc^iJ^U IEb<55:v>®-&Htt. 
lEiSfTtbTs IC*— KID<£^*ruXbC«e-a-SC:" 

COO 1 4] atst^5igt8®%BStt. mi<Dm& 

m^mM-rz>mm\z-m-mm^&xi ci3— vti^^coij— 
KID ^^mir^mm^. mmm, 1 ©ss^sim^jIjI bt 

^mmmmmx' i c*- Kcejsu ^ixt:iEm<Dmm 

mxm^ihT^^mt. s§^ih:^nrz^~^<D%iz i c 
;t;-KiDi:ic*— Ym^^mmmmco^T'—^ ^v;^ 

rzu:x.-!n>:x.7=—s^:&3^m-r^fmt. ms^^m^ti 
tz icij— YmmmsiEmm7'-^^mmmtzm-^\,-^xm 
^Ti,m^t. a^®*§*T-mt)m^*tfc I c*- K I 
D tmiixmi^tixm^ntz I C H I D ^~mk 

ifi ^mtz^^ b >i^y'-'p hsffiem 2 ©saffli*S7?a^ b 

rz9-^\y>i>^-^(D-m.mm^ny3to$mii^^fy. 
H5i3^ 2 ®s&{siM*s I c K I D i: mmz^x^tzm 
^nm^. ^^mmm-r^tmzmm'p^m^miz 
xmmmi^mtim.^ b fc i c h -r-at^fb bfcf^ ^ b 

&i:bfc*®t?fe!3, j^^i&siC*t-KlDi:lRlB#lc; 

^m\zxsmmifim.^\^tz i c;b- Kx-sf^fbbfe^^^ 

u >ify'—'S' ©— St*!l^4ff !fe ic*- 
■ K®IDiS:iSgg;iE-r■^)^i:*ST•#Si:V^af^ffl4*-r 
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[0 0 15] ^tz. m^memmcD^BMit. mtm^m 
mr^nmt. mm^mmo)m^o:^^mz^ ^ i5iB« i 

Ltz^^u>i^y'—^^mmmmmr*^mi.. -^ti^iE 

mmm<D^'7'-^ hmtm^ih'^Mz'T-^h'kv:^it'^ 

tusBix;^4t>;<7^-^^3^iyT^^io^fij^l^ 
md,mi(D^m^mizxy)^wi^titzi cti—YM 
mmmMmy"-^ ^mmmiz&^uxm^mMT^m^ 

wii'^m2(D^m^$^t. mmm2(Dmmxm.-^mM 

\^fz^^ U >>?5^-^ h I C K I D ^^WiT^M 3 

5^ ^ 1/ > iyy"-^ cDSLm^^n^ o -mm^^m t ^ 
mx^^^mMmmt. mB^m2o:>^mt^i 
c:^-]^iBtmmz^mi.tzm^mm^. mzi^mm 
mr^ t mznfm^^mmmizxmsim 2 (Dmsm^ 

b fe I C :^ ~ K T-Bf -^{b lytz^^'U> V^—^ (D— 
Si*ll^<fcfT>& r>z}L\z^^\Qti—Y(D\ Vi<Dm^mML 
€:ff 5& o d *1$SSt h t*^ E T C glSE >^ 7^ A ^ b t> 

^mm.^. m^mwMMt^>:.mz^^^&mzx^ 

[0 0 17] ^tz. m^mBmma)^miit. mi<Dm^i 
m^mm-r^mmizmm^mxi c^-'Yi^^cDitj^ 
h'lB^^mi-^mmt. wmmi(Dmmm^mmi.rz 
miz^mm&mx^mvtz^^u^i^y'-^^mmm^ 
mx ici3-Y izB^^ 'en^iEm<Dmmmx^^it 
-r^^mts m^<b^tirz7'-^a>ff[^iz 1 c*- fid 



^ t vxmmmmm^mxm 2 <Dm^m\z&m-t^m& 

m^m2(Dmmiz:i6\.^Xmii&^^HtzU:7.yn> 

m^(7)mmxm^iti^titzictf'-vii>tmmx 
mi^nxm^titzi cti—YiB^-m^mT^^m 

^^mMmmiz:i^^^xwmm 1 (Dmimi^ ^mtz^ 
^ u>i/-7^-<$7 tmmm2(Dm^mxm^vtz^^ u > 

m^mt^ I c:^7- H I D trnmiz^mi^tzm^mm,^. 
m^mEnmT^ tmzmm^^mMmmzxmsd^i 
^i^m^i^tzi ctj-vxmmti.tz^^'uyi^^-^ 
<D-mm^^^ftito z tiz^y) I cij—YcDiBcomm 
mm^ffti^o zt^^t-r^ e t cmBit:^'^^ L^tz^ 
coTfet). m®mi>^i ci^—Y IB tmm^^mvfzm 
^mm^s m^mimMT^ tmztp^mMmmizxm 
mm^m^i^rz ic^— Yxm'^ih\ytz^^iy>i^^— 
^(D-mm^^n^ozitizx^. ic:^-kcdid4 

[0 0 18] :^mM(Dmmmmiz-D\.^x. mm 
iz&^^mm^^o 

[0019] m i (Dmmmm) m 1 ^mmcom 

i(7)mmfm(DET cmMiy::^y'i^^mm'r^tz^(vm 

[00 2 0] la 1 ^::^5v^T. n^nmmmn^^^^-r^ 

t)%n^ff\m^mn^mM\^tzmz'^msmmnx^f& 
\^fz^m'mw^-7 u yv^-^ h x^xw-mmnm^ 
xici3—Yn\z^m^n. ^ti^iEmcDW^mKicc 
T-B&^^bbfe^cD. i^n^j\mmn\zmM^n^a z. 

ODI^. I C:i7- Kllc^)ID(ICCID)^ I C:tr-K<HSiJlt 

[0 0 2 1] gSffiiM13T-{is 3l«?>nTg^fc7^->57:&3-^ 
{C^fiJ, t-^t)t)l-;^4t>;:^^— <$7T*$)^E(Kicc, RN 
D)i:. ICCIDi:. I C;b~KffljgiJiiffiEB^#CERT-KicctC 

[0 0 2 2] mzi c^- Ym%mm.mmQMi-KiQQ 
^mmmzm-D^^xm.^^{j)Ec)-^:bh. kicc 
h\(xi\ih\^ommL^^\)\h'tzhi^x^^o cicdiccid 

±g3K:^iybTSJb£Bb3^lCClD4Jtg^bT^cr)— 
ii*iJ:^<&fT^V\ -S^bTV^n^^I C:^7-KID<^)W« 

gtsEBJSCERT- K i cc ASIE b V > i: V ^ o d i: ^ 6DT% 
— $it::ai»9mb;^Kicc^IEbv^^:v^^ci:A5^|aJ^^ 

bT^CDKicc^rSi^ bTStZTiCi^^ ^ i: bTl^fe 
4^>;^7'— ^^fct»Bt^iaf5i^tlfeE(Kicc, END) 
S®^i?[lS(DEC)bT. *4^;fS&ffllJ«ll3T-^bfc^ 
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[0 0 2 3] :iCD^-^it±B^\^r:ilCC\dt^^^nX 

[0 0 2 4] ^(Dl^m. -fe^^^— ^H14^3*5V^T^l;IC 
[0 0 2 5] C^Z)iM^^MfTbT. 

t<Dm(Dm:^coMm^m( d s r c )®i^T^^tc*i8Mi3 

:6^^IC:^7-Kll-xi@l^ti. IC:;?7-Hlli::TW^>fbx 

[0 0 2 6] (^2tO*6S®fl^jB) III2tt. *:^flJ(Z)^ 
T*^t). ^2CDiliffiBSScDETC^BE>'y^^A{i. 

[0 0 2 7] la2^3^5v^T^ u^co^m. mxm^ 

K2UCi3^t^nTV^^ I D(ICCID))t)5*tJ6>m2iS^T-^ 

^mmiAizmm-^ti^. ^SKfflim24T{is i c^- 

K21*^ ^>3ll e> nr § ICCID h ^S58{ffl«24T*^^n 

ii I C;t;- YZUZ^ M^(AmSg^S25t33^Mr^o - 
[0 0 2 8] I C;b— h'21-e<i. Stt^oj^T^— i^^CD-J 
t)^ ?&L&(RND)*5J;7J^3El:gEB#^J(Time)CD^~^t::^br 
imcDIiJSgiiKiccT-Bt^ib. t*^t)-e»E(Kicc, Time 

-r^P^tc^fr^ti^o ^LT. I C;i;-h'2lcO ID(ICC 

[0 0 2 9] *4^F/fSSfi'i«3T•(*^ m<Dnx^tc'T-^ 
^3ot;i^iiJ, -r^t)T^E(Kicc, Time || RND)^. ICCI 

[oo30]iJ:tcic;b- Ymmmmmmm- k ice 

*^SE£iPC{3S-:5VATa^i!aii(DEC)t- ^i:. Kicc • 
iSC*J^^ff^l^. — gCbTV^n«S I C:i!j- K I DCDgrg 



Kicc ;&SIE L I ^ i: V ^ ^ C ^ CD T% 
— $t^::l5t^9a:ibfcKicct)IEbl^^v^oc:i:;^)5fl^o ^ 
bT^a)Kicc^^^bTBir^j(fla^ti;^cE(Kicc, Tim 
e II RND):&iS-^5ftai{D E C ) LT^ ^SSSiPJj^4T^^ 
bmmClClT-^iRND' )*5<i:Uf31^SKr3S'J(CC:T-<*Tiin 

[0 0 3 1] BXt)mLAc3g:^B$SiJ(C:^T*{iTiine* 
^^SSiB0«443i5at-§B$^CD31^£^S!l(Time)i:<3DM* 

i:*y^U ^lEaifrhLTs I C*r— K I D &^;!jrux 

[0 0 3 2] |5]b<Slfr)mb:^SL|gC(C^T-JiRND' ) 

nT)|J4^mf&fiM23:6^^^^^g25lcM^ti^ ^T^^g 
25l343V^TJi8Bb/tRND* ^WSlX»?mU ^JC^SSS 
#J«4** i^^^^^24tCj^ ^ tlT ^^LMRND) ^i^lZ ^ 

[0 0 3 3] ^(Dm^. m^g24t::*5lAT|sIbICCID 
^J^o, j&L^.ND^§LiSRND* ;b^-gtr^ d ^ t) . ^ 
CDS«. I C:^- K21liiEMcD|^«iKicc*i^-:3C: h 
^ffi^>T*^^c7)T% *j^M25^br I C:*7— FID* 

[00 3 4] ims com&mm) m 3 

3 Comm^PMCD ETC ^aES/:X5^ A *i^0^-r ^ 
T*^!5. ^3cD^^^l^(Z)ETC^iEv-X5=-A(i. AP 

[0 0 3 5] EI3tC:fc*V^Ts I C;b— KaiA^^fx^tife 

mmm^zi^xan^mmmmcDT^M^ i d :b- 

F 31 h AP)^^;fgMW34 h T'5=^--i^ !:) h D *^fT5^ 
t^n^o •r^t)t>^ I C;tr— H31;{)^i&):;?j— HIDdCCI 
D):bsj^^F/fKffl!«34^;rjg^,ti^^. 3f4^KfflfM34tt^ 
^ U'Vv^^*-^^^ t UTC7)$L^(RND)*^b. *4^RlfSS 
{PJl^^b^^ I C:t7- K31^SLIg((RND)*5^^o 

[0 0 3 6] AP«^mg&(l>J^34ii. H I 

D ( ICCID) i:5LK(RND)*'fe>^—^g35t;i3^S-r^c CI 
::^T-«i. AP#4^lfSfiy^34*513®r^P^tCiM:!>sfT 

[00 3 7] 'z<Dxan^ifm^mM^mM\^r^mz i 

mmm^^^m^^xiz. v> Aci^LMRND)^::^ 

UrBt-^5a®(ENC). 1-5&fc>^E(Kicc, RND)(Z)iJ!lS 
[0 0 3 8] ^<Dm^. lCtJ—Y2lX{t. m^^t^tl 

rz7'—^i^mm^tirzz.tizrj::^<DX\ mzmm^zziz 
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[0 0 3 9] ^omi^it. m^it^ntzj'-^izi'^r^tj: 

S&#J^33T§(^?Xt)> E{Kicc, RND)^. ICCID^. I 

[0 0 4 0] icti-}^mmmm.mmcERT-Kicc *m 

^CDEOT^ts Kicci:ICCID^V^'5tf«&?5it)m 

[0 0 4 1] zcDiccidt. ±mi>z^mLx^^tiiiyt^i 

I C:^-KID(Z)S«iSii$fT75:achAST*#^o -lit 
r^Zii^Z^^^t. I C:^7-H<Bj?iJliiIEB^^CERT-Kic 

UTBt^Yb5^~^E(Kicc, RND):^a^5iLS{DEC)U 

[0 0 4 2] ffiit)mL//t7^-^$'«±s3^c::9^i!jurmt)m 

bfcICCID>M^^tlTmP*4^F;fSS#M33t^ >>5^ 
[0 0 4 3] ^CD^m. 'tr><$7-^M35t;I:feV^r^i^ A 

-^S35i: LT I C;^7~ b- 1 D ^mmzMMT^ 
[0 0 4 4] ^cZ)J::a^3^3cD^ff^«J<i. Xun^m 

[0 0 4 5] U±<^)|^^.0^i343V^T»^ JEM<Dmm 

D E S ^ ^ ti ^ ^ c!) ^ :t §1 13 *5 V ^ T 0^ b 

RAsrjtt:(Dm^<Dm^isAxmm^n^ 
[0 0 4 6] z.cDm^. tzt^\m\^^mi^:B^(Dm 

t^-^mttj::^ - 

[0 0 4 7] 

[^BBo«j^] i:i±sim\.tz^'5iz^mma>ET cmm. 
v;<^A(i. m^m^mmvtzmiz^mm^mx^^L 



(Dwrnrnxm^ihT^m^ih^mts Wi^it^mz^ 

^4i?)IC:^— .K(z:^^-^^nTl^^I C:Jb— KIDS 

met!- \'mmmmmm(D^y'-^ tmim^it'^^- 
^mfi^$9tizmm^tixu^m^it^tixu^^-'^ t 
^lyXTT^yxv"-^ t.LxmBmmmmmx^m^z& 

msEmm^"-^ ^mtmiz^^iyxm^nm-r^m.^^ 
xmi^tixm^ntd i ctj- hid istitmr^- 

^*siC:^-HIDi:|s]B#{cSMb:^cW«tS^^. W« 

m-^bfe l C;b— H'T?Bt-§'>fbbfe^-^U>i^5^~<5^cD— 
Scfl^^fr^oC^i^J:?) I C:5~ Kco IDCDiSfi^.SE 

-}'iBtmmiz^i.tzm^mm^. m^mmismr 

^ t^^iz^^MMmmizxmmmt^m.^ i^tz i cti— k 

{Ccfc>). ictj-vcDiB^mmmMt^ziti^x^^ 

[0 0 4 8] mtz. *^0^<DETCmEi^;^^A{^. £§ 

ictf-Yizm^':2<^titz^'-^{iy:::^n'^>:^y^— 

^)^m.^xm2 (Dmrnmifi id:^7-K(5did (^mM^ 
mmmj: ozti^x^^tmz tp^mM^mizxm^m 

-m^\'^tint^oz.h\zx.K). icti-Y<oii>^um 

m 1 ] ^mM<Dm i <Dmmnmiz^^ e t cmM->:7. 
[02] :^%BM(Dm2(Dmmm\zm^ETcmti^:^ 
[ia 3 ] 3 (Dmmjfmiz0^^ e t c^as^x 

[04] t^^(7)ETCi^,iEi>:^5^A^^-a5T$>^ I C:)b 
[05] ee3feCDETCiW,SEi^>;5"ACD-a5T-fe^^Sg^ 
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IK ZU 3K 41 ICti—]' 

12. 22. 32. 42. 51 1 

13. 23 n^pfrm®\m 

14. 36 
24 



25 m^m(4^^iWMmm) 

33 . tiiun^mm^m 
34 xan^pji^m 

52 
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lEN C l OMcc 

E (RiLC, RND) 



[02] 




icni iiwro 



-ss> 



— C jPECl 

Jini/|| RMT 

Ml 



3K1 TiiMifcntta 

(0<'ISBU<n*T*OK> 
9f« CClDt£»LR»2:Rt4D' O-fkM 

W : =FihiB»ffc IC *- K JO » 5i 



I C*— K2I 
I CC I o 



(9) 



m3} 




ic*~y (I CO 41 



CERT-Irep 



[ ICOD 



CERT-Kicc 



UXJB]f EXT - KKXim 



RJ 



■,Ki2 



' IUDKi2 



■CO- 



E(ICal,RipCsD 



(OBS)42 



' ^RV«if 



tec , 
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KPIKSEQK 
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ICCISiE 
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[05] 



(0BE}51 



CE&T-KoBEf 



QBE DflCEBT-KoMlEoeOi mzX) 



E<lCOMJCflH2) 



(RSE)52 



CXRT-KO0ci 



OBBBIi 
OK 



C^msi *fi£ll¥11^80 (1999. 1 1 V 
8) 

C^ffljE 1 ] 

[if 1 ] mm^mmi.tzmizm£Esmmx'^ 



T- Bt^Yb b feflfHa^ -V' W > ^ CD— i!c*!l^ ^ fr'S: "5 

i:*iRFStfc-r-5 E T CKSE'>;^7^A. 
[If 2 ] SMM^iiiS bfcl^icSiiffiSSffliMT-^ 

w^wut^^mn. aas^^fbufeT'-^^fefSiifl-r-sfs 

mdms. I D iiPl^ics^ \.tr W!^.±,- Ym^wmmmm 
^-■^ LTD y-wtmw.tr:^ }:L^\zmm^^mM 

i:-r^ETC^.gE:&S, 
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J:. 

;9-iyt-SB2ffl:9-iiJ#ISi;, b5s3^ 2 fflSSfflMT-m^iaf 

[if 5 ] mi <n^m^mm-t^m.mizmmmm 

>;;^5'-^ i: bTmis3*«i»Sffit?»2 ®8&ffl!l«lt::e3a 

m.^(Dmmx-nz*)Bi^fitJLT>2L&pi^tixm^n . 
Sim 1 (Dmmnfiibmi^'^ v hmssm 2 .® 
©pgi: -k-^?^. mmm 2 cDg§(ii^*SMii3 1 d i: mm^z^ 



-mim^n^^:zbi\zi:\)ts^l C*-KcDiD®iK 
[If 6 ] BusBig^S!iS®^PiT-St t) tB^tife I C 

i£WF?ait««4®j fcb bs c (ommmk t m&mm t ®ii 
^t?.r ^<^mt-r^m^ 5 saK® e t csisesSo 

[if SR^ 7 ] ^1 ©S&dM^ilii-r S ietui^D <&ji 
m-rs I D^ltB^^i:, luffl^l®S&(iM*51jlbfe^ 

^ar-SMb^Jti^T-Bg^^b-r^Bf^Yb^ISi:, ^ 
© I C ^c:^t-%■$^^TV^ SiaSB l D;si£MJg!j|iiEB>g 

t Lxmi?,mmmm^x-m 2 ©gsiPjMtei^-r-s i/ . 

IB^ 1 O^fiJ^Sik: J; t) ^i!l*nfeMS<lS'JiiiEB^#7^ 

msmmsm^(Dmmx'm. 0 m^niiiD t miia^jjzi 

D tr^aiTs m 2 i: . mmm 2 <©ss#j*8-r m 

(Dm'i^mii. BusHB 2 *jcfcz>-^ 3 (D^m^mti^^ntc: 

Wissm 2 cDssffiiM*ssas ii>t mt^iz^m b^MSSMai 

tf i^SDS^BCTBffsB^ 2 CDK^BMA^S^ b feluaB I C 

h-T-Bf^fb bfe^^-^' bVi^T^— ^<0-lt$iM^^f !£t 

®E&ffiW?S:iiiii LkmiZmsE^l^^msmX'^ bfcf^ 

b:J2SMT-Bg^fb-r^lS|igi:s e§^<t^titz7=~^<Z) 
^izmm I DicJSSiJUaEBaH^— <5' 4 >;^5^— 

^ t bT Bffs3*«^ST-m 2 (omsimiz&m-r^mm 
mmmy'-^&mmmizM-^i^xm.^-i-^m^t. 

®i^*T-3lD tB^*Xjfc_LDi:^t!l#nTf§f)n±LLD * 
-ifct^mt-^ISPgi:. cf5^^5llS^Bfc43V%TSf)3Bm 1 ® 
«S<il«*» e-^tfc^i' 1^ > j^y-^ i: misB^ 2 ©SSffly^T- 
ffi^ b ^ U > S^v'-^J' ©-SlifiJ^ Sff ^ ^ S!Pg i: * 
jg-?*>-.tus3m 2 cDSSfll^^AsiaS I p.fc HKftSffi b/tM_ 
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ffil C:*7- HT-sS-^-fbl/fc^-v U'>i;7^-^CD— KtfiJ^ 
*ff;ft^ cttiJ: tJSaSI C*— K® I D®jSgf|gKE4 
ff 'a o C E T CiSSEi^fc 

[isiE^#t«i^S:g ] mmm 

[»IE^^S«] 0 0 0 8 
[00 08] 

m^m^—^ ^^mmi~m-:i\^xm.^!sm-t^m.^^m 
mn?,m^^m<r>m.^<Di^mx'^ k> tb^nijLD ii.m 

-Sc*iJ^^Si:^l)S^^cf3,SfeiHS^ai;^ ^^^^ 1512 
S&ffliMAsaaiB I D i: IllB^tSM bfe HngP.±y- K<ia»l»SiF 

m^w^xmmsmmu^\.tt^\ci3— yx\% 
imimmME^] o o i o 

[0 0 10] 

fb^fStv SiilSBf^'fb^lSfcioTBi^'fbbfcT^— 

fs»rr « ^^{bT'-^iaw^pffiii^D S2£^- ^mm 



*XTV>-5Bt^'fb#*l-TV>S7'-^J' t * u;^4i>;:^7=— ^ 

i: bTmjsa*tg^iSfiT-fi!lI2B&ffllM}::ejl-rs i^xtIO 

fig bfc5^ ^ U > i^T^-^ $:1Sifft-r-5 ^-V > i^'T^— ^J'lg 
#4^iai:, HUB3fiSiBW-em^§-$!!iS bfc^ -V' > i^T^— ^ 

<£§MU Hua35^-\'^>i^7'— ^t§M*fSt*S«fibT$. 

D i:|5]B#{-§M b/-- RnsH>b- KflaBH^giFBH^^-^ »^ 
^bin>--iir*fem^?, i:^tH5ie4'*5!lil^gtTBfi 
s3BS{ll^*s«-e- b feiaiB I C ^b— H T-Bf-^Yb bfcMIH5=- 

I D a5ii:S^,SE«:ff ^ o ^ i: <£i|§®i:-r^ E T 
CS;iIi>^7^Ai: bfe*©fafe»3s SSiffl'iS^'ME I D i: 
Pi^fcr^bfr fflar'.Tb- H<iaBiiiagiFBH^^->» »ar^ i . 

A^M^ bfeSuia I C*— HT-af -^fb bfcjfil35^-v 1^ 

®-S[3|9j^4fT*: -5 ^ i: t J: t) V Siffi I C *— K 

■5. 

[^?fIE4] 
[MiE^Rf^SSB^S] B^«$ 

vmmwm.^^\ o o 1 1 

[ffliE;^^] 
[tfiEF*3#] 

[0 0 1 1] sfe, ^*^2i3ig®^Bj{i, s&fiM^&fa 

i® bfc^lCailBSSffliMT-^ bfc^-^ \y>V^—^ 
««^*2£^b^.i£^T-Bi^<bt-Sl9!Pgi:s MffiBf 

^{bbfcT^-^S'^lg^fl-r^^Pfi:^ *Siifi$nfc±335'- 
^5' ©^^-iULDiiiz— h'fflSiJ8$iiEB^*^— ^ ^ ;^ > 

xt*-^ i: bTafrfem«^ST-iiiiB8&(ii«ceM-r -5 
fiSPii:> B^^s38§fill^(c:*5v^■CH^^6BS*^^^fe^;<5^^>;:< 

HftfiP,±>- K<BIBil»SiFBBa^ ->S^ b T P >>-SSf*& 

ilit-^ i:*t{ctuI3tt'*5;tS^gl3Ttfif3S&{PiM*s^-^ 

fcluSl CA— KT-Bgf-^fbbfeM^^i'l/>S^7='— ^J'® 
— iSt*l^4ff 'fed ^ tiklJ; tiMffi I C*— F® I D®ii: 
„.S^iESiTife3_::-t-^M?St-ti*.Ejrjc.gSE^ bfe 
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- KflaBii^giFBfl^^->» »a r^ i . t d y-^tstm t-?, y 
[tilE^^aS^] 0 0 12 

[0 0 12] Sfc, M^^3iB®®^B^tt. 01®gSffil 

^T-Bf^fbrs Bf ^fb^K ^tt) I C K tft^ 

^•^{b^nfeT^— ^ i:^: U;:^;t<>;^5^— ^ i: U-CtuIB* 
T-^ 2 ®8SfiJ«it3ei^-r * U X jK t'-^S' € 

^fj-rs^ 1 ay^m^w.iL. mmm, i o^sy^fisk:<t 
^nr^&niLiD *-at^ttii--5— s!c*^iii^#si:4Ci 

»9J-r5^3ffl^S!|^fS!i:, HuS5^2*JJ:trm3<3D^iiJ 

*Ma^atc-r tfFsBH 2 cDssiiy^*sa^ ufeMia i c * 

i: ^i^ii-r^ E T C^.SEi'XT^A ^ !3 . 

m,2.oMimmm& I D t I^B# JCSM Ufcluailr^JiM 
»J@iiEBfl^^-» LTD >'-gfr*&mf i:^t(c(tJ 

C J: t) s luga I C *— K© I D %W&Wm.-t^ Z. ttfiT 

miEMSimm^} mmm 

[0 0 13] Sfc. li«JS4^(D^Bm misSmzCD 



feHU63Bt^<b7^-^4a^iaya-fs«'j®a^*®i:, m 

s3igO!)ETC^,|iEi';:^7^Ai:bfe-fo®T-fe!3> fffiStcS 

[*MMIE7] 
[«IEM^«^^] QS^S 
[ffilEJ^^^B^g] 0 0 14 
[ffiiE;5«] 
[MiEf^^] 

[0 0 14] mmm5§BM<D^mtii. ^icDSSffiii 

nt:mi&-rzmmnzmmm^^x' ic^- h-*^f,^D 

{bt--5©Pgi:, Bf^ib^tifcT*— ^cD^^^::IaSIDilM 
SUSSIBJ«2l£— iJ' * U 5t^ > ;^ t VTttiB^mm 

^ U ^5' i:BtJs3» 2 ®BS#MT-m^ bfe5^+ U > 

ffl-l!c*iJ^*fT^c a SiPgi: SufB^ 2 ffl 

■^fb bfe^i' u Vi^'T^— ^ffl— SftfiJ^^fT^c d ^ i: (c J: 
OSuIBI C:«7- K®ID®ii:g!|gBE^fT'&aci:S!|^ 
t;-r-5ETCS;SE;5?£i:bfc'fe®-Cfet). MiSiKiSW 
ASmIB I D i: |HlB#C^ 1 .:^ «ft83fla»l^3iFBH^^— ^ 

filS&lSMASs-^ bfeMS I C*— KT?Bf -^fb bfe^-\' U 
[^«iE8] 

[ffiIEM^«e:g] 0 0 15 

[«iE:&^] 
[MIE|*I^] 

[0 0 15] sfc. ii^jsesa®®^flj«> mtm.^^ 



(14) 



#^000-196588 



«5g3«iOETCa;SE^?Si:bfe*)®TS»3^ jligtS 

bfcBtP^ASiEbl^A^gA^il^!l^U IEb<>&V'.J^{C 
tt> ^IEii^fi:b•r, i c*— i D4^*fy;^ 

C#^«IE9] 

imiEM^mm^i mmm 
mmMmms^'i o o i e 

[0 0 16] if*J®7IB«ffl^BJtt, BlCQSgfifJ 

-5ETCg:iiE->;^5^At bte^O-Cfef). MZ^^SHm 

ifimm I D ^i5iB#tz^^ bfe tngH<iasiigtffFBfl#y-^ » 

52B&fiJ«l*s^^ bfcjaffi I C?!j— HT-Bf-^-fb bfc^-^' U 
- K© I D ^iSgE^Et-S h*ST' # 5 i: V^ df'^ffl 

■r-5. 

C^*f IE 10], 

[«]EW^«^:g] mmm 
imjEMmms^i 0017 

ClfIE:5ffi] 

_[*iiEi*i^] ...... 



CO 0 1 7] ^tz. m^mQsimcD^mii. mi<Dsm 
m^mMT?>mmizmwmmmx' 1 c*— H*»e>iZ2j.D 
^smT^mp^t. suiam 1 (Dmsmtimmi^tzmizm. 
^m±3Mim^x^SJ^^ytz'^^ vy^T"—^ ^^wmm. 
feT-jfffii c*- KJce^b^it^Mr-Bt^fb-r-sispg 

i:. ^-^'fb^tifcT'— ^©^-t-tcMIBIDiLlisyiiiiEBJS 
m:£-<57$ u;^:^>;;^7^-^ i: bTMIB^iMJSaT-ll 

. Bfi3B:9-ii|^tifeMSf!iSiJgiiEB^^7^-^^1$aEli{c«-5 
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